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Theft Sabotage
Nuclear Radiological Nuclear Radiological

Nuclear | | Criticality| | Radiation | |Radiological| | Radiological | [Contamination| | Uncontrolled| | Uncontrolled | | Dispersal by | | Dispersal by
Explosive | | Device Exposure Dispersal Dispersal Food and Criticality Exposure to | | Equipment External
Device (CD) Outside | |Device with| | Device without Water (RE-UC) Radioactive Failure Means

(NED) Facility Explosive Explosive (CFW) Materials (RD-EF) (RD-DbE)

(RE-OF) || (RDD-Ex) (RDD-nEx) (RE-UE)
Study in
2012

“United States-Japan Joint Study on Material Attractiveness: Evaluating and Reducing the Risks to
Nuclear Materials and Facilities from Potential Malicious Acts”, ICONS, February 2020, Vienna Austria
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___Phase | Metric____JJ Score | Attractiveness | Can likely overcome

Acquisition GFOSS Welght 1 Very High Any adversary
Radiation Dose Rate :
2 High Case 1
Processin Pre-purification _
9 Post-purification 3 Medium Case 2
. . Casting 4 Low Case 3
Fabrication L
Non-nuclear Fabrication 5 Very Low None
Size & Complexity
Utilization Heat Content

Radiation Dose Rate
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R Th#EZ(POC)

0 POC: BN ENRIEIEERIRT HTREE D RBEEDE,
= POCEEEILTA=HITTVYL1ETILEMEH,

poc = | [pies)

p,: adversary probability of overcoming a step:

1
Di (C, Si) —

1 + ea(si —(c+1)) Capability = 2 Score = 3

X 11¥

Score =4

¢ : adversary’s capability score (1-3 for non-state actors) P+= 50%

P, = 5%

S;: material’s step difficulty grading score (hurdle height)
a . slope of the probability function in the Rasch model

*a =2 : Used in Goal 9

POC = 2.5%
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“United States-Japan Joint Study on Material Attractiveness: Evaluating and Reducing the Risks to
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Thank you for your
attention.
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