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2. EREAN
2-1 Evaluating the Inverse Monte Carlo Analysis Method for Modern

Nuclear Safeguards Assay Techniques

The International Atomic Energy Agency (IAEA) greatly depends upon measurements
to verify the quantity and composition of fissionable nuclear material within a facility.
The difference between the IAEA inspector’s verification value and the operator declared
value must be small (i.e. greater accuracy) in order to confirm that there is no diversion
of the material. But this inspector-operator difference can only be determined relative to
the uncertainty (i.e. precision) in each of the measurements. ldeally, the sample being
measured and not the system used to make the measurement should dominate the total
uncertainty. However, within nuclear material accountancy, nondestructive assay (NDA)
and destructive analysis (DA) techniques use measurements with compounded random
and systematic uncertainties.

In order to obtain the smallest uncertainty (i.e. greatest precision), analysis methods
must be more robust and applicable to the individual problem the measurement is trying
to resolve. The inverse Monte Carlo (IMC) analysis method is one of these methods. As
the name implies, the IMC method uses a Monte Carlo (MC) of a particular system that
incorporates the calibrated values of the individual elements and physical processes into
the particular technique used by the system. However, as with all MC, it will include all
of the standard deviations of those calibrations and the physics databases, allowing the
complex signature of the measurement to be determined on an average basis of those
combined uncertainties. Consequently, the IMC method can evaluate the expected range
of potential outcomes in order to determine the most likely initial conditions (e.g. what
the source generated). Most importantly, though, it can effectively resolve the individual
uncertainties to allow users to improve the accuracy and precision of the measurement
results.

The IAEA recognizes five different types of uncertainty [1]:
1) Random deviations from the sample (e.g. radioactive decay);
2) Random deviations from the analytical measurement (e.g. detector resolution);
3) Systematic deviations due to the laboratory (e.g. environment);
4) Systematic deviations within the laboratory (e.g. analyst);

5) Systematic deviations due to the analytical method (e.g. high-rate gamma-ray
spectroscopy, neutron coincidence counting, etc.)

Much of the time the random deviations are considered a combined uncertainty since
they are based on the counting statistics of the measurements. Consequently, these are
minimized by repeated measurements to reduce the normal standard deviation.

The IMC method is particularly useful for resolving the systematic uncertainties that
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can be quite complex and compounded and are generally the limiting factor in the
declared and verification measurements. The primary problem is that the systematic
uncertainties greatly bias the random uncertainties that are applied to the measurement
[2]. For instance, measurement equipment (type 2), and even sample characteristics (type
1), will respond differently due to temperature, pressure, or humidity. The laboratory in
which the measurement is made will therefore directly affect the results (e.g. the IAEA
Seibersdorf Analytical Laboratory has a different environment compared to the IAEA on-
site laboratory at the Rokkasho Reprocessing Plant). Specifically, a single laboratory will
generally produce similar results (types 1 and 2) for the same kind of measurement (types
5) but those results will be different for another laboratory (type 3).

Within a single laboratory, though, different analysts may use different methods of
evaluating uncertainty (e.g. using a predefined specific number of measurements
compared to measuring until the uncertainty drops below a certain limit) or there may be
a time-dependent variation in the laboratory’s environment over the course of a day (e.g.
the daytime average temperature is warmer than during the nighttime) that will change
the measurement results. In general, though, these laboratory-dependent systematic
uncertainties (type 4) can be minimized through proper procedures and standard protocols
and removed as systematic biases.

The IMC method uses MC generated from the same system, environment, source, and
signature for which all of the systematic effects are already incorporated. For a particular
technique, each of the MC components can be evaluated to determine the effect it will
have on the results (i.e. sensitivities) by fixing all values to their singular means and only
allowing the parameter of interest to vary within its standard deviation. Analyzing the
resulting MC with the standard IMC method of the same technique will result in a
particular level of uncertainty. For example, letting only the neutron source intensity of
an active interrogation system vary to determine the uncertainty on fission rate
independent from the fissionable material sample. Using the examples above, the effects
of temperature variation on a system can be determined that can then be correlated to the
particular facility environment.

These well-defined uncertainties can be analyzed for the dominant components that
can then be removed through either improvement to the analysis or by applying bias
corrections to the MC and collected data, which are both analyzed the same way.
Separately, changing the physics databases will completely change the expected
outcomes since the mean and standard deviations would be different (e.g. using the
ENDF/B-VII.1 database [3] instead of the JEFF-3.2 database [4]). Analyzing MC that is
generated with one database and analyzed with a different database will provide an
uncertainty based on the physics. This uncertainty cannot be bias-corrected but does
provide a level of assurance for the analysis.

Over the years, new technology has been developed to allow IAEA inspectors to verify
the fissionable nuclear material of interest much quicker and more accurately and
precisely [5]. However, one of the biggest difficulties in evaluating the overall inspector-
operator difference lies in determining the systematic uncertainty of the analytic method
itself (types 2 and 5). As described on page 9 of [5], the measurement uncertainties
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“would only be achieved under exceptional or ideal laboratory conditions, or with most
recently developed methods, which have not yet found wide use for daily and routine
measurements.”

This is further complicated by the inconsistent terminology between standard
safeguards practices and standardized uncertainty evaluation, GUM [6]: safeguards
practices (page 15 of [5]) simplify the uncertainty evaluation into random error (types 1
and 2), short-term systematic error (types 3, 4, and 5), and bias (effectively uncertainty
types 2 through 5). Consequently, as supported on page 21 of [5], in order to evaluate the
true uncertainties of the measurements, all sources of the uncertainties must be included,
even if they are unapparent (e.g. measurement sensitivities).

While the IMC method has a long history in the evaluation of high-energy physics and
astrophysics, it is relatively unknown within the nuclear safeguards community. However,
since NDA and DA are similarly complex and it can evaluate the uncertainty from all
sources, it has the potential to be a very useful analytic method. By directly assessing the
GUM conditions, and allowing the MC-determined systematic uncertainties and biases to
be applied to the data, it greatly compliments the current safeguards practices.

[1] 1AEA, “IAEA Safeguards Technical Manual: Part F — Statistical Concepts and
Techniques,” IAEA-TECDOC-261, Vol. 3, 1982, p. 10-14.

[2] V.A. Wichers, “Incorporation of Systematic Uncertainties in Statistical Decision
Rules,” IAEA-SM-333/183, IAEA Symposium on International Safeguards, 1994.

[3] M.B. Chadwick et al., “ENDF/B-VII.1 Nuclear Data for Science and Technology:
Cross Sections, Covariances, Fission Product Yields and Decay Data,” Nucl. Data Sheets
112 (12), http://www.nndc.bnl.gov/exfor/endf00.jsp, 2011, p. 2887-2996.

[4] A.J. Koning et al., “Status of the JEFF Nuclear Data Library,” Nucl. Data for Sci.
and Tech, Proc. of the International Conference, Jeju Island, Korea, 2010, P1057.

[5] TAEA, “International Target Values 2010 for Measurement Uncertainties in
Safeguarding Nuclear Materials,” STR-368, IAEA, 2010.

[6] JCGM, “Evaluation of measurement data — Guide to the expression of uncertainty
in measurement,” JCGM 100:2008, Joint Committee for Guides in Metrology, Working
Group 1, 2008.

[7] T. Goorley et al., “Initial MCNP6 Release Overview,” Nuclear Technology, 180,
pp 298-315 (Dec 2012).

[8] B.T. Reardon and M.A. Jessee, “SCALE Code System,” ORNL/TM-2005/39, Ver.
6.2.1, Oak Ridge National Laboratory, Oak Ridge, TN (2016).
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a) Lead Shielded Neutron Image b) Poly Shielded Neutron Image C) Lead & Poly Shielded Neutron Image
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(8) & :ISCN RENBEEBXEE Jaime Vidaurre-Henry, R ZAFV
[The Capacity-building Support Needs of States with Small Quantities Protocols
(paper 301)]

It was presented at the 58th INMM Meeting in Indian Wells, California, (US). This
paper includes an analysis of the particular needs of countries that due to their small
inventories of nuclear materials and absence of activities in the nuclear field have signed
a “Small Quantities Protocol” or SQP. Since each SQP country has a small number of
individuals responsible for administering their SSAC (State System for Nuclear Material
Accountancy and Control), careful scheduling and tailoring of training opportunities are
useful in meeting the capacity building support needs of such countries.  This paper
describes ISCN’s conceptual training design parameters and its efforts and suggestions to
satisfy the unique capacity building needs of such countries.

“The Meaning of Control in SSAC (paper 194)”

Based on recently de-restricted records of the Board of Governors of the IAEA as well
as de-classified reports from the US Arms Control and Disarmament Agency of DOE
(Department of Energy) of the US and other official guidance documents, this paper
considers the historical, legal and technical basis for including “control” of nuclear
material in a State’s system of accounting for and control of nuclear material (SSAC) and
in the fulfillment of its safeguards obligations. This article shows how nuclear material
control has developed as a component of both nuclear security and nuclear safeguards in
parallel. Although recent guidance on the subject has tended to come from the IAEA’s
Department of Nuclear Safety and Security rather than its Department of Safeguards,
effective nuclear material control remains essential to safeguards implementation. These
concepts were useful for ISCN's planning, designing and conducting a course in Nuclear
Material Accountancy and Control and could be used by other designers of NMAC and
NMC courses for focusing their courses according to the real intent and object of
SSACs. This paper was shared by a number of security and safeguards practitioners just
after the meeting and it was considered as a substantial contribution to understanding the
significance of Nuclear Materials Control as it was in its origins and as it is applied
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3-3 Regional Workshop on Optimizing the Interface between Physical

Protection and Nuclear Material Accounting & Control

I was a participant at the recently concluded pilot Regional Workshop on Optimizing
the Interface between Physical Protection and Nuclear Material Accounting & Control
which was held in Beijing at the State Nuclear Security Technology Center (SNSTC),
Center of Excellence (COE), from 25 September to 29 September 2017. The workshop
was jointly organized by the China Atomic Energy Agency (CAEA) and the US
Department of Energy (USDOE) National Nuclear Security Administration (NNSA),
with support from the International Atomic Energy Agency (IAEA). The workshop
included presentations and demonstrations, on the aspects of physical protection and
nuclear material accounting and control systems, which were delivered by the US
instructors from the Pacific Northwest National Laboratory (PNNL) and the Sandia
National Laboratory (SNL), and by the Chinese counterparts from the CAEA. There
were 4 international participants (1 each from France, Japan, the Philippines, and the
Republic of Korea) and 13 participants from various nuclear facilities in China, who
participated in the pilot regional workshop.

The workshop was presented in 8 modules as follows:

- M1: Overview of Physical Protection Elements and Nuclear Material Accounting and
Control for Security

- M2: Threat and risk Assessment

- M3: Overview of Basic Technical Concepts for Physical Protection (PP)

- M4: Overview of Nuclear Material Accounting and Control for Security (NMAC)
- MS5: Introduction to the Hypothetical Facility and Exercise

- MB6: Integrating Physical Protection and Nuclear Material Accounting and Control

- M7: Nuclear Material Receipt Exercise for Optimizing the Interface of PP and
NMAC
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- MB8: Nuclear Security Event Exercise

Workshop exercises were provided in the relevant modules and were performed by the
participants. Discussions on the results of each exercise were conducted. A review of the
topics delivered and the activities performed for each day was also provided.

In addition, a tour of the COE Mock Facility was also provided to the participants on
25 September. It gives the participant the opportunity to see the training facilities which
were later used for the actual workshop exercises.

The lectures were delivered with clarity and were supplemented with scenario
exercises, either on video or actual demonstrations. There were a lot of active interactions
between lecturers and participants. There were opportunities for questions and answers,
request for clarifications and as well as sharing of relevant experiences between lecturers
and participants. All presentations and exercises were at the same time translated in
Chinese.

The workshop was able to provide the participants with sufficient knowledge and
information on the interactions between PP and NMAC systems. The participants were
able to design the PP and NMAC systems for an item facility and as well understand the
interface between the two systems as implemented at a bulk facility. The participants
were informed and were shown the different non-destructive assay equipment and
destructive assay techniques which may be used to resolve irregularities arising from a
nuclear security event. The use of the Central Alarm Station (CAS) and the responsibility
of its personnel were clearly demonstrated. In summary, the pilot regional workshop was
successfully conducted and its objective was achieved.

The training facilities at the SNSTC COE are quite impressive and conducive for
learning. Since there are no nuclear facilities within the training center, the participants
were allowed to take pictures of the infrastructures.

Participation in such workshop has given me the opportunity to learn more about
nuclear security. The topics and exercises presented in the workshop may be used for a
similar training course to be conducted at ISCN.
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