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F'1 Accident— Implications
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Lessons for nuclear security, Signals unheeded

3.11 Event at F1
% Stop, Cool, Contain
* Station Black Out (SBO)

9.11 Terrorist Attacks in the US
% Attacks on non—nuclear facilities, Implications
* NRC’ s “B5b” — Japan informed, No follow—up
F1 accident preventable, if... ?
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Establishment of NRA, Integration of “3S”

3STDifE (RE. ZtXaT+1. REHE)
Integration of “3S” functions under the NRA (Safety,
Security, Safeguards)

REHEEXBOBE

Transfer of safeguards functions, from MEXT to NRA
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Amalgamation of nuclear security—related responsibility
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Main Issues and Japan’s Approach
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Physical Protection measures

* 1988: Introduction of PP measures
% 2005: Upgrading of the measures (INFCIRC/225/Rev.4)
% 2011~2012: Further Enhancement measures

(

e.g.

F1 lessons, INFCIRC/225/Rev.5)

Backup Alarm System, Secure Power Supply,

Insider Threats, Access Control (2-person rule)
Backup System against Airplane Crash
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Main Issues and Japan’s Approach
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“Amendment to the Convention on the Physical
Protection of Nuclear Material” (CPPNM)

Accepted, June 2014

[IAEARESFMY—ERDZITAN]

IAEA Peer Review Service:

*|[PPAS - For 2 weeks, February 2015
*IRRS - Early 2016
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Main Issues and Japan’s Approach
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* Insider Threats
* Access Control to sensitive areas/information
* Personal Background Check

-NTI (Nuclear Threat Initiative) rating
-Work in progress by an NRA’s Expert Panel:

Personal Identity Check
Transport security
Rl regulations
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Main Issues and Japan’s Approach

[#%tF2') T4 XL DERRL]
Fostering Nuclear Security Culture
- Made an explicit Operator
Requirement
- Meetings with top-management at
Commission level

- Awareness development: Workshop,
Outreach activities, Education video, etc.



Nuclear Security Culture Workshop
(10 March, 2014, Japan)

Ehuvar 0D
emm2: (304)
(%2l FILEMRY 37:8

[BCEFS 2]

0 4B XN, Z1#HCORE

O CREESVEIHENR
» REGE (15%)
®EED (6




IV EFER

International Cooperation
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« | SCN: Asia’s First Center of Excellence for training

« Collaboration. I1AEA, WINS workshop,
Bilateral programs (Vietham, Kazakhstan...)

~Japan/US: Nuclear Security Working Group

*World Security Summit:

Japan/ US Agreement on Transfer of all
highly-enriched uranium (HEU) and separated Plutonium
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ISCN - Nuclear Security Course

Physical Protection

@ RTC for Physical Protection for Nuclear Material and Facilities
@ Workshop in NSS13 (INFCIRC/225/Rev.5)
@ Physical Protection Detection System Performance Testing

@ PP Inspector Training ;
_ - Needs-oriented courses to
Nuclear SecurltY Culture targeted participants
€ /AEA/IAEA Re_f]lonal Workshop on - Domestic, International and
Nuclear Security Culture Bilateral courses
@ ISCN-WINS Workshop
Bilateral Cooperation
@ Seminar on Nuclear Security Activity Results of 2011-February 2014
Others Total 789 participants to 29 courses

- <For Effective Learning>

Lectures Group Exercises
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PP Exercise Field Virtual Reality
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Nuclear Security Course

Bilateral Cooperation (Examples)

eVietham

Seminar on Nuclear Security (2011)

Co-hosted by: Vietnam Agency for Radiation and Nuclear Safety
(VARANS)

Topics: CPPNM requirements and Japan’s experience

eKazakhstan

Seminar on Nuclear Security (2012)

Co-hosted by: Atomic Energy Agency of Republic of Kazakhstan
Topics: International instruments, INFCIRC/225/Rev.5

eLithuania

Workshop on Nuclear Security ~ for the enhanced nuclear

security across the borders~ (2013)

Co-hosted by: Lithuania Nuclear Security Centre of Excellence (NSCOE)
and EC Joint Research Centre (EC JRC)

Cooperated by: US Department of Energy/ National Nuclear Security
Administration (DOE/NNSA)

Topics: Border security monitoring, exercises
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Concluding Remarks
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Japan’ s Responsibility post—Fukushima
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